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To actively participate in the hands-on exercises of the tutorial, you need to install the sofware
tool WebScarab on your computer. You can also follow the tutorial without this by watching
the instructor demonstrate the solution to each exercise, but remember the (alleged?) Chinese
proverb:

| hear —and I forget; | see —and | remember; | do — and | understand!*

This text will explain in detail how to install and use WebScarab. While the explanation will
use the Windows operationg system as an example, WebScarab will also runder under Linux,
MacOS X or any other operating system supporting Java.

One more thing: Please don’t let the number of pages of this instruction intimidate you:
Everything is explained in all detail and nearly every step is illustrated by screen shots, which
of course makes the number of pages grow considerably. Nevertheless, all steps are very
common, and you should be able to complete the whole procedure in about 15-20 minutes. If
you need any help, please email the author under his address above.

Java Installation

WebScarab needs Java to execute (JRE is sufficient, JDK not necessary) in any version not
older than 1.4. Many computers will already have this installed; if this is the case with your
computer can be checked in Control Panel / Add or Remove Programs.

If you don’t have Java already installed, you can download the current JRE here:
http://java.sun.com/javase/downloads/index.jsp ; please choose ,,Java Runtime Environment
(JRE) 6.0 Update n*“ (click ,,Download®); click the radiobutton “Accept License Agreement*
and choose your operating system on the resulting page (e.g. ,,Windows Platform - J2SE(TM)
Runtime Environment 6.0 Update n“) and choose,,Windows Offline Installation, Multi-
language* (although the online installation should work as well).

Download WebScarab

You should find the WebScarab software for download somewhere on the ACSAC pages
(probably close to description of this tutorial); if so, please download it from there, and
proceed to the installation section. If for some reason you cannot download from the ACSAC
pages, you can download WebScarab from its home page at
http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project or you can also go
to the download page directly:
http://sourceforge.net/project/showfiles.php?group_id=64424&package id=61823 . Please
download WebScarab from this page by choosing the file webscarab-installer-20070504-
1631.jar:
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Clicking on that file name may or may not lead you to an intermediate page where you can
choose one of a list of file server mirrors (or where one is chosen automatically for you).

Please save the downloaded file in a suitable place (e.g. on your desktop) and install the
software by double clicking on the file; installation should start automatically.

If installation does not start automatically, it may be because your Windows does not know
yet how to execute a .jar file (namely, by handing that file to Java). If so, tell Windows how to
do this: Right click on the .jar file, choose Open With / Choose Program and then choose the
file javaw.exe in the Java installation directory on your computer (e.g. C:\Program
Files\Java\jre1.6.0_02\bin), and check ,,Always use the selected program to open this kind of
file* or similar.

Installation

Install WebScarab like any other program (no administrative rights needed for this) by
following the instructions of the installer; instead of C:\Program Files you can of course
install it to any other place you want. Let the installation create a shortcut on the desktop for
convenience during the tutorial.
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@ Inskallation has completed successfully,

i:i an uninstaller program has been created in;
Ci\Program Files\WebScarabiUninstaller
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Starting WebScarab

After installation, you can start WebScarab by double clicking on the desktop shortcut just
created (or by double clicking on the .jar in the directory where you installed WebScarab). If
double clicking does not work, it may be because your Windows does not know yet how to
execute a .jar file. The solution to that was described earlier in this text, at the end of the
“Download” section. After a successful start, WebScarab should like like this:
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File View Tools Help

Summary | Intercept |

Intercept requests: [ Case Sensitive Regular Expressions 7 |
Methods Include Paths matching :

GET
POST Exclude paths matching :
HEAD

PUT
DELETE
TRACE
PROPFIND
OPTIONS

Intercept responses : [ |
Onby MIME-Types matching :

Configuration

1) Set your external proxy in WebScarab

Start WebScarab, choose Tools / Proxies, and enter the name, port, and possibly exceptions of
your site’s HTTP proxy. Which one that is depends on your current network location: It may
be the proxy of your company, or your home ISP, or none at all (in the latter case, you can
just skip this step). If you don’t know these settings, but can see web pages alright with
Internet Explorer, you can copy Internet Explorer’s settings using the “Get IE settings”
button (only available on Windows). If that does not work, you copy the settings manually by
reading them from IE’s settings, to be found in the Tools menu of Internet Explorer: Tools /
Internet Options / Connection / LAN Settings / Proxy Server.

During the actual tutorial at the conference, you will be in a dedicated wireless network where
no such HTTP proxy is needed; accordingly, please delete the proxy settings in WebScarab at
the start of the tutorial. However, to test WebScarab at your current location, you will need to
enter the HTTP proxy settings that apply to you there (the instructor cannot help you to find
out these settings; please ask a colleague or your help desk if you don’t know these settings).
Here is an example for the HTTP proxy settings (do not copy: these are valid only within the
instructor’s company network):



4 Config proxies

HTTP Prosy: waaawprosyiese fho.de

Port :

HTTPS Proxy: [wanawprosiese fhg.de

Port :

Mo Proxy: morpheus.iesefhgde, morpheus, =local=

Get IE Settings | Apphy || Cancel

2) Set WebScarab as internal proxy in your browser

Now we need to tell the browser that, for the duration of using WebScarab, it should no
longer use its usual external proxy, but instead use WebScarab as its proxy (“internal proxy”).
We show how to do this for the Internet Explorer and Firefox browsers (for other browsers,
such as Opera or Safari, you should easily find this out yourself):

Firefox

Please go to the following place:Tools / Options / Advanced / Network / Connection / Settings
Please enter localhost as the HTTP proxy, and 8008 as the port. Make sure that localhost does

not(!) appear in the “No Proxy for” list:

Connection Settings B

Bl

~ Configure Proxies ko Access the Inkernet

{ Direct connection ko the Inkernet

" Buto-detect proxy settings For this network

{+ iManual proxy configuration::

C SOCKSvd {5 SOCKS S

HTTP Prioys I lacalhost Part; I G005
W Use this proxy server for all protocals
551 Prosy: I lozalhost Fort: I a0og
ETP Prioms: I lazalhnst Port: I a0ng
Gopher Prose: I lozalhost Fark: | 003
SOCKS Host: I lozalhosk Part: W

Mo Prooe: For: I

" Aukamatic proxy configurakion LRL:

Example: .mozila.org, .net.nz, 192, 168.1.0/24

(] 4 Cancel |

Internet Explorer
Please go to the following place:
Tools / Internet Options / Connections / LAN Settings



Check “Use a proxy server for your LAN“ and uncheck(!) ,,Bypass proxy server for local
addresses*:

Local Area Metwork (LAN) Settings i ilil

— Aukomatic configuration

Automatic configuration may override manual setkings, To ensure the
use of manual settings, disable automatic configuration,

[ automatically deteck settings

[T Use automatic configuration scripk

Bddress |

7 Proxy server

v Ise a progy server For your LAM (These settings will not apply to
dial-up or ¥PMN conneckions),

Bddress; Ilucalhnst Port: IEDDB .ﬁ.dvanged...l

[ 1 Evpass proxy server for local addresses;

K I Zancel |

From now on, you need to have WebScarab running when you want to view a web page with
your browser. It’s best if you test this right now — you should be able to see a page in the
browser, and the URL of that page should appear in the list of seen URLS in WebScarab’s

»summary*“-Tab (I’ve used the page www.iese.fraunhofer.de as an example in the picture
below):

& WebScarab Lite
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File View Tools Help
l/Summary |/Interc:ept |
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L L L L R L I O I O R O R
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3 2007mMens... |\GET hittp:ffwensi iese fraunhofer.de: 30 [fSiteEditrsSit... 404 Mot Fo.., |Prosy

2 200F08ma,. |GET hitpcfhanne iese fraunhofer.de20 [fhofiese_ D 200 0k Froy

1 200708048, |GET httpeifanse iese fraunhofer de:80 |f 304 Mot Mo | Proy
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These steps are also described in the ,,WebScarab Tutorial*

http://www.owasp.org/index.php/WebScarab_Tutorial (but note that the screen shots there
show the “full” user interface, not the “lite” one we use in this tutorial).

If you use WebScarab more than a few times, it becomes cumbersome to switch the browser’s
proxy repeatedly between WebScarab and the external proxy of your network. To ease this, if
you use the Firefox browser, you can install an add-on named SwitchProxy from



https://addons.mozilla.org/firefox/125/; this lets you change the browser’s proxy with a single
click, once you have entered the proxies to choose from as a list.

Usage

WebScarab offers many flexible and automatable features to record, generate, edit, store and
retrieve HTTP requests and responses, well as searching web sites, visualize session ids, and a
few auxiliary functions for character encoding. However, most of these functions are not
visible in the “lite” user interface (which is the default and which is sufficient for this
tutorial); they can be accessed by choosing “Use full-featured interface” from the “Tools”
menu).
For the tutorial, we need only two functions of WebScarab:

1) Intercept, change and forward HTTP requests

2) Encode/decode character strings in Base64 and URL encoding
Both are shown in the following. If you want to know what else WebScarab can do (not
needed for this tutorial), switch to the full-featured interface and consult the user manual at
http://dawes.za.net/rogan/webscarab/docs/ which is more detailed than what WebScarab
shows under Help / Contents.

1) Intercept, change and forward HTTP requests

Please check ,,Intercept Request* on the ,,Intercept” tab:
4 webScarab Lite =10l |

File “iew Tools Help

Summary | Intercept |

Intercept requesis_ Case Sensitive Regular Expressions 7 [

Methods |~ | Include Paths matching :

GET < |
POST =| Exclude paths matching :

HEAD | (giflipglpnglcssislicolswiaxd 6 |
pUT B
DELETE

-

Intercept responses : ||
Only MIME-Types matching :

Make sure that both GET and POST are active (i.e. with a blue background) — if not, activate
them by control-leftclick.

If you now want to view a web page with your browser, the HTTP request is intercepted by

WebScarab and displayed for editing (the WebScarab icon in the desktop task bar is
blinking):
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Intercept requests : [ Intercept responses: [ |

Parsed | Raw |
Method URL Version
|GET | |nttpimwwew.iese fraunhoter.de:a0r | [P |
| Header Walue
IHost wenewy (@S e fraunhofer.de
Llser-Agent Mozillars. 0 Mindows: L Windows NT 5.9, de; ne1 8.0.7) Geckor20060809 Firefox 5.0.7
Accept textimil, applicationiml,applicationfhtmi+aml textthiml g=0.9 textiplaing=0.8,image/png, **g=0.5
AcceptLanguage de.en-us;g=0.7 en;g=0.3
Accept-Encoding gzip,deflate IhEEH
AcceptCharset I150-8859-1 utF-8:q=0.7 *q=0.7
Keep-Alive 300 Delete
|IProwe-Connection keep-alive
|li-nodified-Since Tue, 08 Feh 2005 09:39:27 GMT
I-Mone-Match "3d8620-aca-h88881c0”
4] Il [»
i b e b e
Hex |
Posiion |01 2]3l4]s5]6]7][8/alalelc|plElF] String
IL.’! ...............................................................................................................................................................................................................................................................................................................................................................................................
| Accept changes I Cancel changes | Abort request | ‘ Cancel ALL intercepts ‘

Here you see an HTTP request for http://www.iese.fraunhofer.de. The request may be shown
and edited in tabular form (“Parsed”, as in the picture above) or in linear textual form
(“Raw™). After editing, you should uncheck ,,Intercept requests* (on the top, in the middle of
the window), before you forward the edited request with ,,Accept changes* to its real
destination (here: the web server at www.iese.fraunhofer.de). If you forget to uncheck, all
subsequent requests will also be intercepted and offered for editing, and you have to click
»Accept Changes* quite a few times until the requested page finally appears in the browser.

2) (De-)Coding of strings in base64 or URL encoding

In HTTP, parameters in request URLs are URL-encoded (the “%” encoding; replaces blanks
and special characters). HTTP authorization headers, for example, are base64-encoded. Under
,» Tools/Transcoder” WebScarab offers a little tool to encode and decode such strings (also
MD5 and SHA-1 hashes, but these are not needed for the tutorial). The strings can be pasted
into and copied from the transcoder window by the usual ctrl-C / ctrl-V keys. The picture
shows a string that was just URL-encoded:

S Transcoder o E
Edit

Characters: 18
+320%20tnetatat+-a

URL enc... Basefd enc... MD5 h... SHA-1 h...

URL dec... Base6d dec...
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Note that when editing parameter values in an intercepted request displayed in “Parsed”
mode, you do not need to encode/decode manually: WebScarab does this automatically in that
mode, i.e. you see the parameter valus “as they should arrive”, and you can also write them in
that way. (In “Raw” mode, you see parameter values URL-encoded and need to make sure

that any of your changes are also URL-encoded.)
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